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Abstract

DECEPTION INTEGRATION IN THE U.S. ARMY: An analysis of the current status
of deception integration in United States Army doctrine and training with
an overview of pertinent literature and three historical examples, by
Major Jack H. Spencer, USA, 195 pages.

The Army has begun the process of relearning and integrating deception into
doctrine and operations. There is a lack of clarity concerning exactly what
deception is and how it should be used. The state of doctrine and training both
appear to be in need of aggressive review and modification.

History is clear on the lessons of deception. It is a potent combat multiplier that
can be decisive in gaining surprise and initiative. Historical examples show that
the costs of these operations are generally less than one would expect. The risk
appears relatively low as well. Benefits, on the other hand, are uniformly
significant, especially when compared to cost and risk.

The 1989 U.S. Army White Paper on Deception attempted to set the azimuth for
deception integration. It failed to provide the urgency and priority required to
initiate an action of this magnitude. This thesis uses the premise of "What the
White Paper should have said" to explore the subject.

The paper makes recommendations based on interviews with senior defense
officials, including Generals Starry, Cavazos, and Livsey; Dr. Edward Luttwak, and
several experts in the field of deception. The recommendations address doctrine
development, parallel training, and the integration of deception into planning.
Training events such as BCTP, the NTC, JRTC, and ARTEPs must all integrate
deception as a central point of concern if deception is to become a uniform and

effective component of Army doctrine and operations. T
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Chapter 1

Introduction

All warfare is based on deception. Hence, when able to attack
we must seem unable; when using our forces, we must seem inactive;
when we are near, we must make the enemy believe we are cway;
and when far away, we must make him believe we are near.
Sun Tzu
The Art of War
No human characteristic appears so suited to the task of
directing and inspiring strategy as the gift of cunning.
Clausewitz
On War

Today the U.S. Army is working hard to develop a realistic and effective
tactical and operational level deception capability. Current Army deception
doctrine and practice is in its developmental infancy. Battlefield Deception
(BATT-D) Elements are being fielded to divisions and corps for the planning
and execution of deception operations. Equipment is being developed and
fielded. The Army Training and Doctrine Command (TRADOC), with
contractor support, is examining doctrine and situational applications to focus
and guide this effort. Commanders and staffs are dealing with this fundamental
change but one factor is consistently lacking. That factor is integration. Too
often deception is not central to the plan executed. Deception operations are
given too few assets and insufficient time to be effective. Combat, combat
support, and combat service support unit operations are not coordinated to
achieve reliable deception opportunities against sophisticated collection

systems.




This paper will review and critique the current doctrine and practice
of deception in the United States Army. This review will include examination
of selected historical examples and the experience of senior Army and civilian
experts. Finally, it will provide recommendations for improvements to the
current doctrine and practice of deception. Thesis focus is at the operational
level of warfare, with the caveat that corps can conduct operational level

warfighting on occasion, and are therefore included in this paper.

Deception does not win battles, campaigns, or wars. At best it gains an
advantage for the deceiver that may contribute to success. No component of
warfare is more obscure than deception. It is theoretically regarded as a basic
element of warfare. That fact is clearly reflected in the quotation of Sun Tzu
shown above. In current U.S. Army doctrine, deception is, at best, subsumed

under the aegis of surprise; at worst, it is ignored altogether.

In practice the employment of deception in the U.S. Army is sporadic
and generally poorly applied. Most other world class armies routinely
integrate deception as a key component of their military cultures.! The US.
Army does not have an adequate deception doctrine of proven methodologies

for given situations, either in the instruction programs at our schools or in the

1 Edward N. Luttwak, Personal Interview, (4 Dec 89), Chevy Chase, Md (Appendix C).
Dr. Luttwak asserts that the use of deception as a component in one’s suite of military
tools (or force multipliers) is related to the military culture existent in that Army. A
force dependent on and enamored of solutions based on overwhelming strength and
material superiority does not generally support deception as a culture. On the other
hand, forces faced with parity or situations of situational or material inferiority (real or
perceived) tend to evolve a culture more appreciative of the leverage that deception
operations can provide.




field. US. Army deception operations are more often the function of
extraordinary leaders or conditions. Deception has only recently been
included in the Army Training and Fvaluation Program (ARTEP) and the Battle
Command Training Program (BCTP). Neither of these key training vehicles

emphasizes the planning or execution of deception operations as criticall.2

There is a problem complicating the study of deception that confounds
simplistic discussion. Each factor in a deception has complementing and
countervailing forces that act and react to achieve the deception goal. The
study of deception is a study of opposites. The target can be an individual
commander or the opposing intelligence system. The goal can be to gain
advantage in combat or to avoid combat altogether. Strategy and tactics are
interactively bound. Military and political tools combire with strategy and
tactics to deceive. Prevailing beliefs (or disbelief) provide the basic raw
material with which deceptions are constructed. The list goes on. This is one

reason for the general difficulty in dealing with deception.

Perceptions of Warfare
Four areas in particular confound the study of deception. They are the
issues of: secrecy, the tactical-operational-strategic interrelation, protection

versus deception, and complexity. Before discussing any of these four areas,

2 BCTP results have shown that deception is seldom instituted as central to the units’

operations, but rather as an applique applied after the fact to attempt to apply a
deception to the operation which is already planned. These attempts are not uniform
across units and they rarely succeed beyond Operational Security (OPSEC) support.
(This comment is the author’s impression resulting from interviews with BCTP staff
personnel, such as Generals Cavazos and Clark, Colonel Smith, and Major Martinez).




however, a critical factor must first be considered. That factor concerns the
overall perception of the concept of warfare with which one approaches the
study or prosecution of deception. This perspective is critical to what one

perceives deception to be and what one expects to accomplish by deception.

This paper i. written from a pragmatic viewpoint. War is inevitably
protracted and brutal. It is a sordid affair not given to quick resolution.
Ambiguity and confusion reign supreme on this battlefield. This viewpoint
does not see warfare of any sort, including "operations short of war" as a
political tool of the first resort. This view does not search for tricks or
gimmicks to ameliorate the brutality. Due attention is given to weapons and
machines, but they are ultimately directed by the soldiers’ guile and cunning.?’
This viewpoint recognizes the key position of the mental and intellectual
struggle.4 In this struggle deception can become central to gaining
momentary advantage allowing a movement or counterstroke restrained only

by the inherent friction and fog in which the battlefield is shrouded. Wars are

won by the cumulative effect and outcomes of many such engagements. The

3 Cavazos, General Richard, Personal Interview, 5 Dec 89. The General’s initial

statement concluded that his view of the greatest command attribute has been amended
through 11 (BCTP). "I want a commander with guile and cunning. Cunning is the
concept. Guile is the fooling of people; they go hand-in-hand. Guile is bewitching
somebody; cunning is the clever concept which you work from so cleverly."

Clausewitz, Carl v.,, On War, Edited by M. Howard and P. Paret, Princeton
Unj+ “-sity Press, Princeton, NJ, p. 202. Whether or not Clausewitz saw a role for
deception per se, he did say "..it seems not unjust that the term ‘strategy* should be
derived from ‘cunning’ and that, for all the real and apparent changes that war has
undergone since the days of ancient Greece, this term still indicates it’s essential
nature...."




most simple ruse can be of value if the resultant slowed reaction or

misperception allows the efficient achievement of friendly objectives.

Secrecy

Secrecy is an essential problem in the study and appreciaton of
deception. This includes security classifications, and also addresses the
generally obscure nature of deception. Historically, deception operations are
given the very highest level of classification.  Planning is routinely
accomplished in the most restrictive environment where the absolute minimum
personnel are privy to the planned deception. Behind this veil of secrecy there
will exist compartments whereby executive agents can be partially "read into"
the plan to accomplish a portion of the activities required for execution.3&0
These factors of security and compartmentalization combine to make most
historical accounts of deception spotty and incomplete. The long periods

between the events and declassification of them make accurate reporting rare.

Two elements of secrecy combine to further obscure an accurate
assessment of deception’s role in battles past. First, the winners rarely attribute
their success to anything less than outstanding generalship and moral
ascendancy. There are few recorded incidents where deception was decisive

to a victory in and of itself. Here the author chooses to disregard

5 This is suggestive of the WW II quote of Sir Winston Churchill. He said of the
deceptions supporting the D-Day landings, that the "... truth is so precious she should
always be attended by a bodyguard of lies."

6 Wheatley, Dennis, The Deception Planners, (Hutchinson & Co (Publishers) Ltd,
London: 1980), pp. 18-19.




historical/mythical events such as Hannibal crossing the Alps and the Trojan

Horse ruse.

Even where deception has played a major role, such as Operation
Fortitude in support of the D-Day invasion of Normandy, there remained a
major series of campaigns to defeat the enemy.” Second, there is an inability to
publicly acknowledge how badly a particular side was actually deceived.8 This
is attributable to many factors. Chief among those factors is the losers natural
inclination to rationalize the defeat and thus downplay the failure. More
importantly, the weakness might continue and be exploitable again and is thus
kept secret as a factor of national security. The reverse is sometimes seen
where the deceiver assumes that the deception had a greater impact because

the operations goals are achieved successfully.9

Tactical-Operational-Strategic Interaction

In the search for discriminators to facilitate discussion of deception, one
of the most obvious is to discriminate between tactical, operational, and
strategic deception. While the terms have some utility, there is not a convenient
dividing line, and the divisions often confuse more than they illuminate. 10

Strategic and tactical deceptions are linked in much the same way as tactics are

linked to strategy. There has to be coordination between strategic, operational,

7 Cubbage, T.L., "The Success of Operation Fortitude: Hesketh’s History of Strategic
Deception," Intelligence and National Security, no.3, (July 1987), p. 327.

8 Herzog, Chaim, The Arab-Israeli Wars, War and Peace in the Middle East from the

War of Independence through Lebanon, 2 ed. (Random House, Inc., NY: 1982), p.
316.

? Cubbage, pp. 328-329,




and tactical deception plans, just as there is coordination at all levels to achieve
any operational end. This coordination need not preclude autonomous
actions at lower echelons any more than strategy proscribes a given maneuver

at the tactical level. 1

The need for centralized control of deception is frequently swressed in
U.S. Army doctrine. This thesis will accept that point, but will argue that
restrictive and absolute centralized control is neither essential nor beneficial.
Decentralized action can and should be condoned and mayj, in fact, contribute
to a believable deception. Centralized control cannot be allowed to become

inflexible control.

The linkage need not be overly restrictive nor prescriptive. Separate
decentralized deceptions can exist at lower levels, but a deception strategy is
best carried out in a relatively centralized manner. In this way lower echelons
are orchestrated sufficiently to prevent them from undoing the overall
deception goals of the campaign. Lower echelon deceptions not in concert
with the picture general or specific perception being portrayed to the enemy

force can be undertaken to confuse the picture. This does not proscribe

10 U.S. Army Field Manual 90-2, Battlefield Deception, October 1988. This point is

addressed in the latest manual as follows: The title was formerly Tactical Deception.
Now the document itself deals with tactical and operational level deception operations
of significance to the Battlefield Deception Elements (BAT-D) currently being fielded.

1 General Cavazos stated that "...there can be a deception at every level. Battalion,

company, brigade, and division. You've got to be careful that the deception at brigade
doesn’t get in the way of division’s deception. But it can be totally different in the form
their deception takes...." (Note the echelon of emphasis).




limited objective deceptions at lower echelons, but only cautions that

centralized control of them increases the overall chances for success.

An affiliated problem with strict strategic versus tactical delineations
has to do with the issues of target selection and enemy responses desired as a
result of the deception operation. When the deception instructions are passed
to the lower echelons for execution the selected target and response set (i.e.,
persuade Front commander to deploy reserve forces north) may not be
appropriate at a lower level. That echelon likely cannot directly influence that
target effectively, while it could persuade the opposing Army or regimental
commander to adopt a view complementary to the overall deception plan. A
deception undertaken against one discreet target and target response does not
enjoy a high probability of success. | Where a particular target response set is
critical to the operation’s success, the more assets focused on it, the greater the
chance of achieving the desired result. This factor was operative in the
Normandy invasions where different and complementary deceptions at all
levels contributed to the deception portrayed. Too much attention can also

compromise the deception.

Another problem in thinking about deception has to do with
exclusionary thinking regarding this subject. Discussions of deception tend to
start with the question, "At what level of warfare are we deceiving?' Here is an
example of how a description can hinder rather than propel thought on a

complex issue by reducing it below its common denominator. The concepts of

12 Cubbage, p. 328.




Strategic, Operational, and Tactical levels of war are meaningful, but they do
not dominate the concept of deception in planning or execution. Was the
landing at Inchon during the Korean War a strategic operation or a tactical
operation? Or was it both? The answer is clearly both. Thus, this particular
description hinders exploration of the essential nature of the solution used to
solve MacArthur’s problem. Yet, the descriptive element of the level of warfare

often becomes unnecessarily central to discussions of deception.

Protection versus Deception

Operations Security (OPSEC) is well integrated into U.S. Army
operations and doctrine. It is defined as "All measures taken to maintain
security and achieve tactical surprise. It includes countersurveillance, physical
security, and information security. It also involves the identification and
elimination or control of indicators which can be exploited by hostile
intelligence organizations."13 This can be shortened by saying that the goal is
to "hide the real indicators of your unit" This includes all frequency

radiations, including audio, electro-magnetic, and olfactory ( Figure 1).14

Deception, on the other hand, is defined as, "Actions which mislead the

enemy and induce him to do something counter to his interests. It includes

1 U.S. Army Field Manual 101-5-1, Operational Terms and Symbols, Oct 1985, p- 153.

4 U.S. Army Battlefield Deception Briefing, US Army Office of the Chief of Staff for
Qperations (ODCSOPS-FDI), October 1989.




manipulating, distorting, or falsifying information available to the enemy to

ensure security to real plans, operations, and activities."15

Figure 1. This chart shows the relationship among physical emanations, the electro-magnetic spectrum,
and deception devices and decoys. Each operates in a discreet segm.nt of the spectrum.

While the normal use of deception serves in the denial role, there are
occasions when elements of the OPSEC program are manipulated to support
deception. OPSEC can be scrupulously enforced or it can be selectively and
purposely lifted to support a deception as in the case of demonstrations or
displays. Here we see that there is an interactive and necessary linkage
between these two concepts. Figure 2 suggests relationships between OPSEC
and deception. This concept is referred to as the OPSEC - Deception

Continuum (Figure 2).

Many see OPSEC as a separate activity unconnected to deception. This
author disagrees with that view. Deceivers must strive to control and

manipulate al/l outputs to the enemy. Cubbage has said, "Deception is best

15 FM 101-5-1, p. 1-22.

10




when a false impression held by an opponent is reinforced. What is real and

what is revealed is what forms such misconception initially."'¢ OPSEC includes

FRIENDLY
OPSEC DUMMY DEMONSTRATION
siTEs .E'WFE_] ml’.'.‘)TEOEP’TK‘)N
| | |
]
goures |
DENY INTEL - MOVE FORCES
ENEMY ACTIONS

Figure 2. This chart depicts a range of activities along a continuum. At the left are the passive cover
and emission control activities. As the scale progresses to the right toward deception the activities are
characterized by increasing signatures.

the monitoring and control of the key physical indicators that opponents seek

to exploit.

The Soviets focus maskirovka (their term for deception) on the

concentration and introduction of forces against an unprepared opponent, at

an unexpected place. Viewed from the Soviet perspective, OPSEC rmust be a

basic component of any serious deception effort. In the words of Soviet

theorist S.N. Krasil'nikov:

...measures for the operational masking of them [movements] have

special importance in the period of concentration and deployment.
External indicators along the front and in the sector of Army

concentrations must not display any kind of change noticeable to

the enemy.1”

16 Cubbage, Personal Correspondence, April 1990.

11




What Krasil’'nikov is referring to is what we call OPSEC in the U.S. Army.
Particularly when related to the introduction of forces or the economy of force,

control of OPSEC by the deceiver is mandatory.

Complexity

Attempts to reduce complexity by categorizing deception into discreet
components often make its study more obscure. This factor is necessitated to
some degree by the complexity and interrelationship of deception components.
To examine constituent elements of deception it is necessary to disassemble a
campaign or operation. This leads inevitably to simplifications and
misinterpretations as to the way deception actually operates on the battlefield.
This is true at the strategic, the operational, and the tactical levels of war. To
simply isolate and study a single deception factor requires some disassembly,
but deception is useful precisely because it is complex. It has relevance and is
believable exactly because of the difficulty your adversary will have in

attempting to disassemble your deception to discern the truth.

17 Krasil’'nikov, S.N., Nastupatel'nava anmeiskaya operatsiya e _Army Offensive

Operation], (Moskva: Voeindat, 1940), quoted in Soviet Military Deception in the
Second World War, Colonel David M. Glantz, Frank Cass, London, 1989, p. 18.

12




The current Deception Field Manual (FM 90-2) contributes somewhat to
this descriptive problem. In Chapter One of this manual, fundamentals, myths,
definitions, and maxims are presented in a non-integrated format. The
maxims are illustrated with psychological terms, historical examples, and story-
book allegory.!® The resulting document obscures the subject rather than
providing a basic "how to" document. It attempts to clear the confusion
surrounding deception and to provide guidance to units in the field. This isn’t
accomplished in this version, despite a good effort by the authors. This
particular work is used to illustrate how our zeal to completely describe a
complex process tends to lead us to over-description. The resulting
disassociation hinders comprehensive understanding. The understanding and
application of the principles of deception require full and complete

understanding of deception as an element of warfare.

Thesis Metbodology

This paper will focus on the status of the development and integration of
deception into U.S. Army operations. As related points are touched upon
regarding planning, security, and the strategy of deception, they will receive

comment as appropriate.

18 FM 90-2, p. 1-7. The concept of repeated false alarms is characterized as the "cry-
welf" syndrome from the old fairy tale. It’s use in this document is attributed to a
Central Intelligence Agency research entitled Deception Maxims: Fact and Folklore,
(1981). Others, such as, Magruder’s Principles, Jone’s Dilemma, and the Monkey’s Paw,
do little to assist useful understanding. In fact, the introduction of additional terms in
this area may only serve to further obscure this subject.

13




Chapter 2 will attempt to group definitions and types of deception in a
manner useful to students, doctrine developers, planners, and operators alike.
Chapter 3 will review key documents and resources consulted in the research.
The final work reviewed in that chapter will be the U.S. Army White Paper on
Deception. The four major points of that paper will then be used in the

analysis of deception that follows in subsequent chapters.

Chapter 4 will review three selected examples of deception in history.
The examples will focus on factors that offer future deception planners
assistance in dealing with this complex subject. The analysis in chapter 4 will
focus on the cost, risks, and benefits of the deception operations in the

examples.

Chapter 5, the final chapter, will bring together the various facets we
have looked at using the analytic frameworks developed in chapters 3 and 4.
The issues of cost, benefit, and risk will be discussed in overview. The author
will recommend modifications to the White Paper introduced in chapter 3.
Recommendations will be proposed regarding doctrine development and the

integration of deception into training and operations.

Attached as appendices are four interesting and important documents
with relevance to this study. There are interview transcripts from three of the
personal interviews conducted in the course of the research. They are the
interviews with General Donn Starry, General Richard Cavazos, and Dr.
Edward Luttwak. Also included as an appendix is an excellent technical article

by T. L. Cubbage outlining the causes of the German intelligence failure in

14




WWII in great detail.! The document can also serve the commander, the
deception planner, and the intelligence officer by discussing how people

perceive and manipulate information.

The British Army Field Manual states that, "One of the inherent dangers
of deception is the risk of deceiving or at least confusing friendly forces."20
This paper will attempt to reduce, or eliminate some of the confusion inherent

in the important business of deception.

19 Thomas L. Cubbage I is a senior counsel of Philllips Petroleum Comapny. Cubbage
is also on the Editorial Advisory Board of the journal of Intelligence and National
Security. In each of the last five years he has presented papers at intelligence, strategy,
and military history conferences sponsored by the U.S. Army War College and the
Royal Military College of Canada. A former Intelligence Officer, Mr. Cubbage is an
expert in deception and its application in the world of juris prudence; he brings an
interesting and capable perspective to the study of military deception.

20 British Army Field Manual. Volume V, All Arms Tactics, Part 5, Deception in War,

1985, p. 4-10.
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Chapter 2

What is Deception?

Although deceit is detestable in all other things,
in the conduct of war it is laudable and honorable;
a commander who vanquishes un enemy by stratagem is
equally praised with one who gains victory by force.
Machiavelli
Discourses

Deception is central to the concept of strategy. Whaley prefers the
classical term stratagem. Stratagem is a traditional word derived from the
Greek word strategos, meaning "a general” or, "leader of an army." Webster
defines the word as, "an artifice or trick in war for deceiving and outwitting the
enemy” or "a cleverly contrived trick or scheme for gaining an end." Both
definitions speak to the core of the military art and to the essential element of

deception.

Commanders who conceive of warfare in terms of stratagem and
cunning do not find deception foreign.22 In that context it is a completely

natural base concept for all operations large or small. Surprise and initiative

21 Whaley, Barton, Stratagem; Deception and Surprise, (MIT, Boston, MA: 1968), 263 pages.
Whaley’s use of the word stratagem in the title of his comprehensive 1968 study is deliberate
and shrewd. It sets the three key concepts of deception against one another in a balanced
tension. Stratagem is only related to the word strategy by its root.

22 General Cavazos includes the term guile in this context, but acknowledges the concept of
cunning as a key component to the synthesis of operations planning or conception. He also
concedes that "..we love the Rommels’ and the Pattons’ of history, then we have the old
bread-and-butter..commander, a very methodical kind of guy, he ain’t foolin nobody, he just
fires correct and succeeds.”
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intertwine at the root of the plan. Deception opportunities shape the plan at
each level and as each engagement or battle unfolds. The cunning commander

seizes opportunities to defeat his opponent while preserving his combat power.

The lexicon of deception is characterized by dark metaphors and words
of mystery and imagination. Deception conjures up notions of sorcerers,
sleight of hand, and tricksters (and maybe thieves). Perhaps these views have
been abetted by word of mouth histories telling of victories gained in ways not
otherwise intelligible. Words such as ruse, artifice, gambit, feint, display, wile,
ploy, trick, cunning, stealth, and double-cross, all talk to the business of
surprise. There are so many, in fact, that our task is to reduce them to a useful

set of common terms.

US Deception Cornerstones

|

Can?im Strategy
OPSEC Intel Support Intagrate/

Synchwonize
/\\
Conceal

Intagrai Fleiible Simple Credbie
M Consistant
— .

Enemy Confirmation
intsl S Sources
Sources Cyvie

Figure 3. This chart approximates the U.S. Army deception
hierarchy.

JCS Pub 2-02 defines deception as "measures taken to mislead the
enemy by manipulation, distortion, or falsification of evidence to induce him to

react in a manner prejudicial to his interests." The U.S. Army has developed
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the "cornerstones" of deception shown in Figure 3. These have been arrayed
similarly to the hierarchies in Figures 4 and 5 for purposes of comparison. We
see in the U.S. cornerstones, a systems oriented approach to deception. The
importance of cover and concealment is included in OPSEC and intelligence
support is acknowledged as follows, "Battlefield deception operations rely
extensively on the same level of timely and accurate intelligence as do combat

operations."23

Soviet Deception Hierarchy
Strategem or Cunning

Military Ruse or Strategem

Concsalment

/\/\

mlwy/Seancy Disinformation D/ﬂnonstraﬂon

Figure 4. This chart approximates the relationships within current
Soviet maskirovka doctrine. (Drawn from multiple sources).

The Soviets have developed a similar view of deception. Their hierarchy
is mecre pragmatic and action oriented than ours, but it is nonetheless similar.
It is shown at Figure 4. Note that the category of misleading aggregates

disinformation and demonstrations together.

23 FM 90-2, pp. 1-30 to 1-35.
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The variety of pbssible deceptions is infinite. This author sees three
major operational areas under the umbrella of military or battlefield deception.
They are: Cover and Concealment, Disinformation, and Diversions. These
categories are action related. OPSEC includes cover and concealment as
subsets and reflects those activities taken to prevent enemy detection or
observation of friendly activity. Disinformation refers to the use of words and

passive visual cues to mislead people or machine sensors.

Proposed Deception Hierarchy

e

Oporlﬂlon-lPIm

Eleconic
Deceplion Egige Mapes
Documents

Figure 5. This hierarchy reflects the reality of current doctrine.
The final category of Diversions includes all of those actions undertaken

to portray force where there are none or in greater numbers than are actually

there. This alternative hierarchy is shown at Figure 5.
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Cover and Concealment

This is an integral and necessary component of deception practice. FM
90-2 views secrecy as the basis of all de:ception.:‘z4 Cover and concealment,
under the rubric of OPSEC provide that secrecy. The more open an opponent
is to collection and observation by his adversary, the more correspondingly
difficult it is to achieve effective deception. Camouflage, use of cover,
concealment, use of limited visibility, control of electro-magnetic emissions,

and light discipline are all elements of passive deception.

They are also of components of OPSEC under this general heading.25
This troubles those who would separate active deception from passive security
measures. It should not do so because control of the perception the enemy
gains from all of the unit signatures is central to deception. Therefore, just as
OPSEC was centralized under the Operations Officer, so should all signatures
(active deception and radios, light, movements, etc.) be controlled and

orchestrated by the operator when executing deception.

During the Vistula-Oder offensive in January 1944, the Soviet Front
achieved an unprecedented degree of operational security. It was so effective
that the German intelligence system had only a vague and generalized picture

of enemy dispositions. Worse still, the German'’s low regard for the Soviets

24 FM 90-2 emphasizes that active deception measures (such as developing indicators to
portray false intentions) depend heavily on the passive deception measures of camouflage and
secrecy.

25 Army Regulation 530-2 governs OPSEC. Overall unit operational security posture was
placed under the staff control and of the G3/S3 for coordination with all operations in the
command.
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manifested itself in a lack of aggressiveness in collection and update of the
intelligence situation. The Soviets capitalized on this situation by concealing a
series of lateral movements behind an impenetrable veil of maskirovka. Their
operational security included no written orders, no radio or telephone traffic
regarding the deception, and strict close-hold secrecy. Reconnaissance
conducted by the attacking units was conducted in the uniform of the passage

unit.26

The resultant deception put 29 Soviet divisional equivalents into the
Magnushev sector where German intelligence anticipated 15. The results were
shattering to this final defensive along the Oder River. This was a huge and
dramatic deception that depended heavily on a basis of secrecy to achieve the
active deception finally executed. Soviet OPSEC [maskirovka] was a

component of the deception.

The corollary to this mask of secrecy is the practice of display or
selective exposure to achieve an effect. That effect might be to fix a force in
place, to serve as a "bait" for a baited attack, or to deliberately allow enemy
intelligence collection on the unit prior to a surreptitious movement. Just as
clearly as the forgoing example, exposures or directed lapses in OPSEC are

vital components of deception.

26 Glantz, David. M., Soviet Military Deception in the Second World War, (Cass Limited,
London:1989), pp. 479-480
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Disinft ,

Here we find some of the "dirtiest" tricks of the deception business. This
perception likely stems from the trickery inherent in deceptions based only on
words. The news broadcast (or psychological operations message), the false
map, rumors planted to stir resistance, are all examples of inserting thoughts

via written and spoken words to deceive a target audience.

On the line of active deception would be the "disinformation" conducted
by electronic means. Both communications intelligence (COMINT) and
electrical intelligence (ELINT) simulation devices exist. The former can
simulate radio nets. Frequency modulation, amplitude modulation, microwave,
and satellite communications devices have been demonstrated. Their use on
the battlefield can cover the displacement of an actual unit or simulate the

arrival and operations of a new unit.

The ELINT simulators can accomplish a role similar to that of the
COMINT simulators. The difference is related to collection technology. Both
superpowers can collect real-time location and identification data practically
anywhere on earth. The reliability of this data and the predictability of air
defense radar positioning allows an opponent to easily and accurately
"template” the enemy force position and orientation. The introduction of these

devices complicates the templating process greatly.
Di ,

This is a category of purely active measures. Normally these will include

the risk or commitment of friendly forces to gain a desired result. The title has
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a double meaning in that the friendly force will divert forces as a diversion or
to divert enemy forces. The diversion can be away from an area of operations

orintoa trap or engagement area.

Diversions require the commitment of assets away from direct
involvement in the main battle into the deception. A difficult application of this
in U.S. Army doctrine is the so-called supporting atiack. Routinely given
significantly less combat power and combat support, this force has two major
problems First, by not having sufficient force ratios to defeat the enemy, the
illusion of a main attack might not be achieved. Second, the operation cannot
be realistically undertaken without actual engagement of the attacking force
and the attendant problem of disengagement. Here is where the other
elements of diversions can help achieve the goal without causing excessive
losses in the supporting force. Decoy armored vehicles, massed in a
reinforcing position can deter enemy counterattacks against the smaller force.
Movements, noise, dust trails, etc can be created to simulate a larger force than

is actually deployed.

Deception is a concept that includes many things the Army is already
doing. OPSEC has progressed over the years to a generally excellent state. U.S.
Army communications security (COMSEC) is unequaled in capability and level
of implementation by any force. Cover and concealment is well integrated.
Signature reduction is part of all tactical unit training.  Equipment
improvements assist this effort. Quiet generators, night vision devices, and
improved camoflage systems cut into the ability of the enemy to detect us. It

remains for us to produce doctrine that can now take us the next step. That
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step is, the inclusion of active deception as an integral part of our operations.
Perhaps review of pertinent literature can show us how best to accomplish this

transition.
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Chapter 3

Review of the Literature

...a man of sense has always the advantage.
Sophocles
Ajax

This chapter will review key documents consulted concerning the area
of military deception and surprise. The reviews will not be extensive, but will

attempt an overview of the author’s key points. Where appropriate, portions of

tables and other data will be presented.

Stratagem: Deception and Surprise

Written in 1968 by Barton Whaley at the Massachucetts Institute of
Technology this is the landmark study of modern battlefield deception. This
ambitious project looked at 168 battles between 1914 and 1968 that initiated or
had major impacts on wars or campaigns. The sixteen wars reviewed in the
study are listed below:

World War ] 1914-1918
Soviet-Polish War 1920
Greco-Turkish War 1921-1922
Italo-Ethiopian 1935-1936
Spanish Civil War 1936-1939
Sino-Japanese War 1937-1939
Soviet-Japanese Conflicts 1938-1939
Russo-Finnish War 1939-1940
World War II 1939-1945
Israeli War of Independence 1947-1949
Korean War 1950-1953
Vietnam Revolution 1946-1954
Suez War 1956
Bay of Pigs 1961
1967 Arab-Israeli War 1967
Czechoslovakian Invasion 1968
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Whaley extracted those instances where the impact of deception on the

outcome was of questionable nature. His results are reflected in the table at

Figure 6.
Tactical Strategic
War Surprise Deception Both Total Surprise Deception Both Total

WW1 1914-18 10 9 19 1 9 10
Soviet-Polish 1920 0 1 1
Greco-Turkish 1921-22 1 1 1 1
Italo-Ethiopian 1935-36 0 0
Spanish Civil War  1936-39 2 2 3 3
Sino-Japanese 193741 0 0
Russo-Japanese 1938-39 0 1 1
WWII 1939-45 5 3 15 23 5 5 30 40
Russo-Finnish 193940 0 0
Israeli 194749 1 1 2 1 1
Independence

Korean War 195C-53 0 1 4 5
Vietnam 1946-54 0 1 1
Revaluation

Suez 1956 0 1 1 2
Bay of Pigs 1961 0 1 1
Arab -Israeli 1967 0 1 1
Totals: 19 3 25 47 11 7 49 67

Figure 6. This shows the relationship of deception and surprise at the tactical and strategic level.

He defined the term deception from the perspective of the deceiver. His
use of the term surprise focused on the effect of the deception (while allowing
that some surprise occurs witbout deception). He thus separated the concepts
of deception (the act) and surprise (the effect). In his words, "Thus defined,
these terms avoid the easy pitfall of circular reasoning."? He defined four
factors (acting alone or in concert) that produce surprise. They are, Secrecy,
Preconception, Deception, and Response Time. He gave the following

explanations for these terms.

27 Whaley, p. 156.
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Secrecy. Secrecy can shroud intention, but rarely is this complete. It
[security] can introduce uncertainty, which can paralyze. He use the examples

of Pearl Harbor and the Korea invasion.

Preconception. Strongly held "opinions" of expected enemy actions
proved wildly incorrect in several of his reviewed cases. Pearl Harbor,

Normandy, and the Chinese intervention in Korea are given as examples.

Deception. Whaley simply defined this important term as "the deliberate

misleading of an enemy."

Response Time. He used the terms of "strategic paralysis or impotence”
here when describing response time.?® This describes the event where despite
recognition of the threat or the attack, the enemy simply is not able to respond
in a manner timely enough to affect the outcome. He references the Inchon

Landing as an example.

Whaley attempted to remove bias from his analysis in order to
accurately deduce the importance and the effect of deceptions in his study.
Now we can review his findings for a moment. He excluded extremely small
scale events, but did mix strategic and tactical as shown in Figure 6. He also
excluded Churchill’s "soft underbelly” theory because in Whaley’s words "I am
unable to judge, and the plethora of sources and studies generate more fog

than clarification.” ®

28 Thid, p. 156.
29 1bid, p. 157.
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He compressed the data presented in the Figure 6 matrix down to that
shown below in Figure 7. The table shows a very high correlation of deception

between and surprise at both the tactical and strategic levels.

Tactical Level Strategic Level
#) (%) #) (%)
Deception Only 3 64 7 10.5
Surprise Only 19 40.4 11 16.4
Deception & Surprise 25 532 49 73.1

Figure 7. This chart compresses the data shown in Figure 6 to emphasize the correlations.

Since Whaley has defined these terms to reflect cause and effect, the
relationships appear valid. The relationships across so many conflicts and

cultures suggest a high correlation.

Whaley’s analysis pursued the important and affiliated phenomenon of
culture as it affects deception. He looked at the national military doctrines of

the countries shown below:

Britain Germany
America Russia
Japan China
France Italy
Israel

These studies are brief with each of them involving only a few pages at most.

He highlights several interesting points of divergence that the author will treat

each very briefly.
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Britisb

Whaley, surprisingly, credits the American experience as the antecedent
of the British tradition of military deception. The ruses of Stonewall Jackson
were cited, in particular, by the British military scholar Henderson. Later in the
Boer War, Henderson was instrumental in deceptions witnessed by the young
major Allenby, who became Commander of British operations in the Middle
East during WW I. One of his most interesting operations, the third battle for
Gaza, is detailed in this paper as a historical study. World War One also had
the famous A. P. Wavell as Chief of the Directorate of Military Plans in the
Middle East. T. E. Lawrence said of Allenby (and his planner Wavell), that
"deceptions, which were, for the ordinary General, witty hors d’oeuvres before
battle, became for Allenby a main point of strategy." Together Allenby and
Wavell influenced doctrine and their countrymen to the value and power of
deception. Wavell continued the tradition into World War Two. Specific
organizations for planning, command and control, and execution of deception
were developed for prosecution of WWII. These oreanizations integrated
deception into all operations, at all levels of war, to an extent not witnessed

before or since.

German

German inter-war doctrine moved toward the inclusion of deception
and surprise into their planning. Their doctrine conceded the value of tactical
camouflage and lures. A partial explanation for the development of German
deception skills might lie in the surreptitious rearmament conducted from

1918 until 1935.
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The Abwehr Section III-D within the Military Intelligence service was
charged with tactical deception planning and execution. Under the able
leadership of the formidable Admiral Canaris, this section conducted
misinformation against key opponents early in WWII. The High Command of

the Wehrmacht (OKW) was the primary agent for strategic deception planning.

The Military Historian of the OKW, Lieutenant General Waldemar

Erfurth wrote a book on deception entitled, Surprise in War. In it he argues

that surprise is a "particularly efficient means of defeating the enemy." He, in
fact, credited surprise with a more decisive role than can be supported

historically.

Whaley makes the presumption that the modern Bundeswehr is the
inheritor of these traditions of camouflage and surprise. He is careful,
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